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1. GETTING STARTED

1.1. GENERAL

The Nordic ID FR22 is the core device of a new approach for RFID fixed systems with a modular design.
It can enable different use cases for different segments depending which modules or accessories are
attached to it.

The Nordic ID FR22 is an loT Edge Gateway providing USB, Ethernet, WLAN, 4G, GPS, BLE and RFID
connectivity.
It also has an embedded computer with Linux OS and connection to HDMI display, what enables
installation and operation of 3rd party applications and makes the system much more scalable and
manageable than conventional RFID readers.

e Fast and reliable edge computing with support for custom embedded applications

e  Wide communication options that enable flexibility in system designing and no need for external
connectivity hardware

e New UHF RFID engine based on the very latest technology, Nordic ID NUR3-1W

e Develop embedded web apps with user interface. Eliminating the need for external PC/tablet
e Nordic ID extension connector for plug and play accessories like 16 port RF multiplexer

e Connect external devices, sensors, triggers, lights and buzzers

e Full set of API's available for controlling the reader

1.2. VARIANTS

Nordic ID FR22 is available in 2 different variants, depending on the required communication interfaces
(with or without LTE):

CODE DESCRIPTION

NPIO0001 Nordic ID FR22 loT Edge Gateway (USB / LAN / WLAN / BLE)

NPI00002 Nordic ID FR22 |oT Edge Gateway LTE (USB / LAN / WLAN / BLE / LTE)

1.3. ANTENNAS AND ACCESSORIES

The Nordic ID FR22 needs external RFID antennas to operate. It can work with any standard UHF RFID
antenna, but we suggest using Nordic ID RAIN RFID antennas.

Nordic ID antenna portfolio includes two exclusive antennas for Nordic ID FR22:

e Nordic ID GA30, a general-purpose antenna with high gain and IP rating, that allows the Nordic
ID FR22 to be mounted behind it to create an integrated RFID reader+antenna solution.

e Nordic ID BFA, a beam-forming antenna for special applications that require reading tags in large
areas or detection of movement and direction. This antenna is connected to the Nordic ID
Extension Port in Nordic ID FR22 instead of SMA ports.

Model and quantity (up to 4 without multiplexer or up to 16 with multiplexer) of antennas depend on the
use case.
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ACNO00208* Nordic ID FR22 16 port multiplexer
ACNO00214 Power supply for Nordic ID FR22, POE 30W with power cord EU
ACNO00215 Power supply for Nordic ID FR22, POE 30W with power cord UK
ACNO00216 Power supply for Nordic ID FR22, POE 30W with power cord US
EMAO00017 Active GPS antenna
ANGO00001 Nordic ID GA30 antenna
ACNO00224* Nordic ID BFA antenna, 868
ACNO00225* Nordic ID BFA antenna, 915

Picture 1 Nordic ID 16-port multiplexer

BEpTS =

Picture 2 Nordic ID BFA antenna

* These modules (16-port multiplexer and BFA antenna) can be purchased as accessories (product code
ACN...) or preassembled together with the Nordic ID FR22 (product code NPK....).
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CODE DESCRIPTION

CWHO00098
CWHO00099
CWH00100
CWHO00101
CWH00102

Nordic ID FR22 external antenna cable (length 1m, SMA-male 90° to RP-SMA)
Nordic ID FR22 external antenna cable (length 3m, SMA-male 90° to RP-SMA)
Nordic ID FR22 external antenna cable (length 5m, SMA-male 90° to RP-SMA)
Nordic ID FR22 external antenna cable (length 10m, SMA-male 90° to RP-SMA)

Nordic ID antenna cable for FR22 mounted on GA30 (length 8cm)

1.4. AVAILABLE KITS

The Nordic ID FR22 can be delivered with preassembled extension modules, as a fully enhanced device
for specific use cases, such as applications.

For example, if you need a 16-ports RFID reader (as our old Nordic ID AR82 was), you can order the
NPKOO0007 kit, which includes a Nordic ID FR22 reader with assembled 16-port multiplexer.

Or if you need a wide area RFID reader (as our old Nordic ID AR85 was), you can order the NPKO0004
kit, which includes a Nordic ID FR22 reader assembled on the back plate of a BFA antenna.

CODE DESCRIPTION

NPK00003

NPK0O0004

NPKO0005

NPKO0O006

NPKO0007

NPK0O0008

Nordic ID FR22 loT Edge Gateway + BFA 915
Nordic ID FR22 loT Edge Gateway + BFA 868
Nordic ID FR22 loT Edge Gateway LTE + BFA 915
Nordic ID FR22 loT Edge Gateway LTE + BFA 868

Nordic ID FR22 loT Edge Gateway 16 ports

Nordic ID FR22 loT Edge Gateway LTE 16 ports

Picture 3 Nordic ID FR22 with preassembled 16-port multiplexer (NPKOO007/8)
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Picture 4 Nordic ID FR22 assembled on Nordic ID BFA antenna (NPKO0003-6)

1.5. PACKAGE CONTENT

Nordic ID FR22 package contains following items

e Nordic ID FR22

o  WLAN/Bluetooth antenna

e LTE antenna (only in LTE variant)

e Safety and regulations card

e Additional product label with product information (keep this safe)

NOTE! Power supply and GPS antenna not included
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2. USING THE DEVICE

2.1. FEATURES AND CONNECTORS OVERVIEW

The Nordic ID FR22 includes external WLAN and WWAN (only the LTE variant) antennas that need to
be fastened to the device before it’s taken into use.

MINI-IO SIM-card

'{:U [ ) =9 q e+ WLAN LTE GNSS
< o 1o o SIM G

ETHERNET / POWER HDMI port Reset

Picture 5 Rear panel of Nordic ID FR22 (operation)

2x USB Host WLAN/BLE GPS antenna
antenna

G e+ WLAN LTE GNSS

10 HOMI sIM O

| (=) =3

ETHERNET / POWER USB-C Device LTE/4G antenna

Picture 6 Rear panel of Nordic ID FR22 (communications)

4x RFID ANTENNA PORTS

NORDIC ID
EXTENSION PORT

Picture 7 Front panel of Nordic ID FR22
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2.2. PHYSICAL CONNECTORS

Nordic ID FR22 includes the following physical connectors:
e Ethernet 10/100Mbps with PoE 802.3at support.
e 2 pcs USB 2.0 host Type A connectors
e USB 2.0 device Type C connector (USB HID profile supported)
e  Mini-lIO connector (4pcs of 1O’s)
e HDMI connector (video only)
e Slot for mini-SIM card (only in LTE variant)
e SMA antenna connector for dual band WLAN and Bluetooth connectivity
e SMA antenna connector for WWAN cellular connectivity (only in LTE variant)
e SMA antenna connector for GNSS (only in LTE variant)
e 4 pcs RP-SMA antenna connectors for connecting external RFID antennas to the reader

e Nordic ID Extension Port

2.2.1. ETHERNET / POWER

The Nordic ID FR22 includes standard RJ-45 ethernet connector. The reader supports 10/100Mbps
speed class and 802.3at PoE.

There is no DC connector for an external power supply. The Nordic ID FR22 is powered via Ethernet,
regardless of whether Ethernet is the communication interface in use or not.

A shielded Ethernet cable is suggested.

2.2.2. USB 2.0 HOST WITH TYPE A CONNECTOR
Nordic ID FR22 includes two USB 2.0 host Type A connectors for connecting peripheral USB devices to

the device to expand its functionalities, such as barcode scanners, memory sticks, keyboards, sensors, etc.
Maximum current out from the USB 2.0 host Type A connectors is 500mA.

2.2.3. USB 2.0 DEVICE WITH TYPE C CONNECTOR

Nordic ID FR22 includes one USB 2.0 device Type C connector for connecting it to a host device.

NOTE! Web management interface can't be access using USB connector. Web management
interface can be accessed only using ethernet, WLAN and WWAN connections.
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2.24. GPIO CONNECTOR

The Nordic ID FR22 includes a standard mini-lO connector that contains the following functionalities:

e [2Cbus

e 4 xinputs / outputs (TTL 1.8VDC)
e 3.3VDC supply (output)

e GND level

2.2.5. HDMI

The Nordic ID FR22 includes a standard HDMI video output, to connect a display.
The supported resolutions are 1280x720 and 640x480.
By default, the HDMI port will not show anything (other than the Nordic ID logo) at the connected display.

However, after installing the available web browser plugin via the administrator web Ul, it will
automatically show the web browser in HDMI output. This plugin also includes settings like kiosk mode
(locked to full screen) and the default page that the web browser should show out-of-the box.

2.2.6. SLOT FOR MINI SIM CARD (OPTIONAL)
The LTE variant of Nordic ID FR22 includes a slot for mini-SIM card. Mini SIM card is to be inserted in

the slot in a right orientation to be functional. The correct insertion orientation of mini-SIM card can be
seen from the Error! Reference source not found..

(] o<+ WLAN LTE GNSS

SIM o

SIM orientation

Picture 8 Insertion orientation of mini-SIM card
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2.2.7. DUAL BAND WLAN AND BLUETOOTH

All the variants of Nordic ID FR22 include dual band WLAN (supporting 2.4GHz and 5.0GHz frequency
bands) and Bluetooth 4.2.

The included external dual band antenna needs to be attached to the device to make WLAN and
Bluetooth perform and work as specified.

Supported Bluetooth standards: BT 2.1 + EDR/3.0/4.1 LE /BT4.2
Supported Bluetooth profiles:

e SPP Profile (classic Bluetooth)

e HID Profile (classic Bluetooth)

e HID Over GATT Profile (HOGP) (BLE)

2.2.8. WWAN CELLULAR CONNECTIVITY (OPTIONAL)

There is an LTE variant of Nordic ID FR22 that includes WWAN connectivity supporting 2G, 3G and 4G
cellular networks.

Supported bands:
e GSM/EDGE Quad-band 850/900/1800/1900 MHz
e LTE-FDD B1/B3/B5/B7/B8/B20
e LTE-TDD B38/B40/B41
e WCDMAB1/B5/B8

An external WWAN antenna (included in the LTE package) needs to be attached to the device to make
WWAN perform and work as specified. WWAN connectivity needs a SIM card to be functional. Please
find more information about how the SIM card is inserted to the Nordic ID FR22 from section 1.6.6.

2.2.9. GNSS (OPTIONAL)

The LTE variant of Nordic ID FR22 also includes a GNSS receiver, to provide global positioning
information using GPS, BeiDou or GLONASS.

An external GNSS antenna (not included in the package) needs to be attached to the device to make the
GNSS receiver work.

2.2.10. RFID ANTENNA PORTS

Nordic ID FR22 includes 4pcs RP-SMA female antenna connectors for connecting external RFID antennas
to the device. Impedance of antenna ports is 50QQ and maximum conducted output power is 32dBm
(30dBm in FCC region).

The antenna ports can be configured independently via NUR API.

If more than 4 antenna ports are needed, the Nordic ID FR22 multiplexer can be connected to the
Extension Port extending the 4 RF ports to 16 RF ports. See the product code in section 1.3.
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2.2.11. NORDIC ID EXTENSION PORT

The Nordic ID FR22 is the first device including the exclusive Nordic ID Extension Port, that enables
connection to exclusive Nordic ID accessories for Nordic ID FR22, such as RFID multiplexer or advanced
antennas.

The extension port enhances the capabilities of the computing units of the Nordic ID FR22 and can
transform the device into a complete system solution for specific use cases and applications.

© O Q ceeceesces O @ ©

NORDIC ID
EXTENSION PORT

Picture 9 Front panel of Nordic ID FR22
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2.3. MOUNTING

Nordic ID FR22 can be mounted using the four holes as seen in the picture.

Picture 10 Mounting holes in Nordic ID FR22

Here a 1:1 size template that can be printed and used to drill holes before mounting the device in place:

BB nNr—m B .
—3 3 \ = / 5 5
noraic™Md
4448

Picture 11
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2.4. POWERING THE READER

Nordic ID FR22 can be powered via DC ethernet port if the network supports power over Ethernet (PoE)
feature or using a PoE+ power supply (sold separately).

Regardless of what powering method is used, the data communication can be handled via USB connection
or Bluetooth, or if IP connectivity is required then via WWAN, WLAN or ethernet.

Nordic ID FR22 powers up automatically when connected to PoE power supply or network.
The rated maximum power consumption for Nordic ID FR22 reader is:

e 255W with maximum RFID transmission level and all the radios (WLAN, Bluetooth and LTE)
enabled.

e 18W with maximum RFID transmission level and all the radios disabled (communication via
Ethernet or USB).

e 4W inidle state, with RFID and all the radios disabled.

2.5. LED INDICATORS

The user interface of Nordic ID FR22 consists of 9 LED indicators:
e 4 LEDs for user indications
o Power LED
o Connection LED
o Application LED
o RFIDLED
e 4 LEDs to indicate the antenna ports status,
e 1 LED for the Nordic ID Extension Port.

The location of the LEDs can be seen in Picture 12.

Picture 12 Location of LEDs
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2.5.1. POWER LED

By default, the Power LED indicates if power is supplied to the device.
Green indicates that the device is powered.
O No light indicates that the PoE port is not powering the device.

The Power LED turns yellow during the upgrade procedure. DO NOT POWER THE DEVICE OFF
DURING THIS PROCESS.

During the boot sequence after powering the device, the Application LED will also flash red and/or green
(see 2.5.3).

2.5.2. CONNECTION LED

Connection LED indicates whether the reader has established a network (TCP/IP) connection, i.e.
Ethernet, WLAN or LTE connection.

(@) Off: All the communication interfaces are disabled.

Blinking green: Any communication interface is enabled but not connected. For example,
Ethernet interface is enabled but the device doesn’t have an assigned IP address.

Stable green: At least one communication interface is connected and ready to communicate, i.e.,
the reader has IP address.

2.5.3. APPLICATION LED

The Application LED indicates whether the RFID module is connected to an application (software) or not.
o Stable red: RFID module firmware (NUR service) not running.
Slow blinking green: RFID module running, ready to be used.
Stable green: An application is connected to the RFID module.

Fast blinking green: An application is sending commands to the RFID module, it's in use.

When the Nordic ID FR22 is in “ready” status, the Power, Connection and Application LEDS are all green
at the same time (App LED can be blinking green if the host application is not using the RFID module yet).
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2.5.4. RFID LED
RFID LED indicates whether the RFID reading is ON or OFF.
0 Off: The RFID module is not transmitting.

Fast blinking/stable green: The RFID module is transmitting RF commands (read, write, inventory,
etc).

2.5.5. ANTENNA LEDS

Antenna LEDs are used to indicate the antenna ports configuration, i.e., whether an RFID antenna port is
enabled or not, even if an antenna is not connected or it is not reading.

O Off: Antenna port disabled.

Green: Antenna port enabled.

2.5.6. EXTENSION LED

The Extension LED is used to indicate whether the Nordic ID Extension Port is being used or not.

| Joensuunkatu 7 | FI-24100 Salo |Finland
Office +358 2 727 7700 | Fax + 358 2 727 7720 | info@nordicid.com

16 /40


mailto:info@nordicid.com

2022-04-04

nord i C id Nordic ID FR22 User Guide

Version 1.0

2.6. RESET BUTTON

The Reset button of Nordic ID FR22 contains the following functionalities, depending on how long the
button is pressed and released:

e Bootinto fastboot / bootloader
o Keep the Reset button pressed while powering up the Nordic ID FR22.
o The Power and Connection LEDs will turn on green in this order.

o Wait until the Connection LED lights on (it will take 5-10 seconds after you pressed the
button) and then release the Reset button.

e Factory reset
o Keep the Reset button pressed while powering up the Nordic ID FR22.
o The Power, Connection and Application LEDs will turn on green in this order.

o  Wait until the Application LED lights on (it will take 10-15 seconds after you pressed the
button) and then release the Reset button.

3. RF PROFILES

Nordic ID NUR3-1W UHF RFID module supports three different kind of RF profiles. The profiles are
Robust, Nominal and High speed. It's important to select the correct RF profile based on use case and
environment. More detailed description about the RF profiles can be found below:

e Robust (max sensitivity)

o Robust RF profile is intended to be used in challenging environments. It provides the best
filtering against the interfering signals coming from nearby reader(s), other signal sources
and from reflective environment. This profile uses link frequency of 160 kHz and Miller
8 coding scheme providing read rates up to 100 tags/s. Due to the low data speed and
best filtering the Robust RF profile provides the best sensitivity.

e Nominal

o Nominal RF-profile is the default setting of readers containing Nordic ID NUR3-1W UHF
RFID module, such as Nordic ID FR22. It uses link frequency of 300 kHz and Miller 4
coding providing read rates up to 300 tags/s.

e High speed

o High speed RF profile is intended to be used in use cases where the highest read rates
are required. It uses link frequency of 640 kHz and FMO coding and provides read rates
up to 1000 tags/s. Due to the high data speed this profile is quite sensitive to
interferences.

NOTE! Read rates will depend on the environment, reader settings, tag population and tag type.
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4. THERMAL MANAGEMENT

Nordic ID FR22 reader includes sophisticated thermal management features that do prevent overheating
issues if reader is used in too warm environments. The reader monitors temperatures of onboard
computer and UHF RFID module and adjusts operation points based on the temperature information.

Onboard computer starts mitigation scheme (for example clock frequencies of CPUs are dropped) when
temperature of the onboard computer reaches 85°C.

Thermal mitigation scheme of the UHF RFID module starts when it reaches 80°C. From that moment on,
UHF RFID reading operations are suspended for 100ms and suspend time is increased 20ms by every °C
temperature rises. The thermal mitigation scheme is turned off once the temperature drops below 80°C.
High temperature warning message (TEMP_HIGH) is sent via NUR API to host. The warning message
contains also current temperature information.

5. SOFTWARE

All documentation about software and application development can be found from GitHub.

https://github.com/NordicID/fr22_samples

5.1. NORDIC ID RFID APPLICATIONS FOR NORDIC ID FR22

Nordic ID provides following Windows tools to test and configure the reader. The tools are available via
Nordic ID Support pages:

https://www.nordicid.com/support/devices-downloads/nordic-id-fr22/

5.1.1. NORDIC ID RFID DEMO

The Nordic ID RFID Demo application is used to perform RFID reading and writing tests. The application
provides statistics on the reading performance and logging capabilities for more thorough evaluation. It
is available for Microsoft Windows and Android OS.

This application also allows adjusting the RFID parameters on the fly for better understanding how they
impact on the reading performance. Note that altered settings cannot be stored permanently into the
device. The settings are reverted to defaults upon power cycle. For permanent settings, lease use the
Nordic ID RFID Configurator application
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Nordic ID RFID Deme (ver. 1.3.1.0, dev, FR22-N212400037, fw. 13.2 ). 0.7.0-fullbuild-master) - o X

RFID Parameters

Settings
Power: 1585 mW¥, Session: 0. Rounds: Auto, (i Auto,
Miller-4, PRASK, 256 kHz, Alto Antenna (Al)

Regon  Europe « O Singe Read E
| Start Inventory
Read Range  Maximum (1585mW)  ~ (@ Continuous Read T

Tag view Statistics info  Tag info

Speed (Tags/second)

Reading speed 3
Average reading speed 4
E280110C200071 E2 Top reading speed 3
Speed (Tags/inventory round)
Reading speed 3
Average reading speed 1
Top reading speed 5
Speed (msfinventory round)
Inventory speed 9ms
Average inventory speed 168 ms
Inventory result
Tags found Spes
Altags found in 0656
Inventory rounds 8

Inventory settings

Average Q value 1

Average rounds 0
Sensors

Light Sensor Events 0

Tap Sensor Events 0

Symbols: Last found tags Found recently Found some time ago

About

Screenshot 1 Nordic ID Demo for Microsoft Windows

13:57

—_—
e . Nordic ID RFID Demo

Inventory Locate
Write NFC
Barcode Settings
CONNECTED TO HH83 (K194200170) 86% B

Screenshot 2 Nordic ID Demo for Android
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5.1.2. NORDIC ID RFID CONFIGURATOR

Nordic ID RFID Configurator is meant for making non-volatile configuration of the reader’s RFID settings.
If settings are stored using Nordic ID RFID Configurator, they will be retained even after the ON-OFF-
ON power cycle.

Note that the RFID reading parameters can be assigned to the reader by the host application (installed in
Nordic ID FR22 or running in a host device such as a computer) after successfully connected to the device
also.

Merdic ID RFID Deme (ver. 1.5.1.0, dev, FR22-N212400037, fw. 13.2J. 0.7.0-fullbuild-master) - [m] X
Reader Name Addr Port MAC AddrType
=== (USB) NUR Module (COMS5) Pusbivid_04.

==~ (SERIAL)  USB Serial Port (CO COM7

ERAN) | FR22-N2124D0037 | 192.168.1.136 0021AD230025 | DHCP
FWLAN)  FRZ2N212400037 1921681241 4333 0021AD240025  DHCP
&= (LAN) SAMPOS2K175200... 192.168.1.128 431 0021AD160028 DHCP

Device
Device name FR22
Device S/N N212400037
NID item code NPIDDDO1
Hardware version 1
— Fimware version 152J

FCC 1D SCCNUR31WS
Ethernet connection
— Connection settings Bihemst tle FR22-N212400037
- TCPAP ~ Host: 1921681136 Pot: 4333 |5 P address 192.188.1.136
MAC address 0021-AD-23.0025

Disconnect

FR22 (FR22-N212400037) Connected

Open smart reader web configuration page

Screenshot 3 Nordic ID Configurator for Microsoft Windows

5.1.3. NORDIC ID FR APPLICATION SIGNING TOOL

To provide more security to the SW platform, the application zip-files need to be signed with Nordic ID
provided signing tool. The public key generated to the zip-file will be then verified against the list of files
when installing the zip-file to the reader. This makes sure that only valid content from the zip-file can be
installed.

The tool in question is called Nordic ID FR Application Signing Tool. The tool can be used to sign pre-built
zip-files, as also to create new zip-files from scratch.
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The Nordic ID Keyboard Wedge software allows to read tags and feed the tag data into an active input

field, emulating a keyboard input.

This is extremely useful when you want to use 3rd party applications that support manual input or barcode
scanners. Using Nordic ID Keyboard Wedge, you can use these same applications with the Nordic ID

RFID readers as the data source.

These 3rd party applications can be for example word processors, spreadsheets, web forms or even an

existing ERP.

s Keyboard wedge config

Connection Wedge seftings GPIO Encodng Misc  Radio Antennas Debug

Enabled encoding types

-
GTIN9G
] GlAI9%

[] ssccos
[] SGLNS6
[] GRAI%

<

[[] Prompt emor text when not able to output anything

Error text

No matching encoding found for the EPC

Fomat options

{SenalNumber) v Add
Fomat of encoded data

‘(BﬁeM’Ey) ‘
Read options Word address  Word count Password (hex)

O o 0 H P - [J Secured | 00000000

[ USERmemory 0 < 0 = [ Secured 00000000

[ Wedge EPC data even f reading TID or USER memory fails

Data output method Data output delays
@ ScanyCode (Unicode) 0
O KeyCode 0

2| Start delay (ms)

3 Typing delay (ms)

Apply setings

nordicid

=3

1130

= Keyboard wedge config — u] X
Connection Wedge settings GPIO  Encoding Misc  Radio Antennas Debug

Hotkey(s) Enabled hotkey(s)

[] None ~ Fl Apply settings

[ LButton

[J] RButton

[ Cancel

[] MButton .

] XButton1 v nordic'id

Hotkey action | Scan single tag v

Light action [ 5ezn single tag v

Tapaction | Scan single tag v

Scan single tmeout ms) 500 -

Inventory stream timeout (ms) | 2000 v

Re-accepttag timeout ms) |4

Start Continuous inventory automatically
[J Beep onnewtag Use custom beep

Path to custom beep

Browse. 1130

Screenshot 4 Nordic ID NUR Wedge for Microsoft Windows
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6. WEB MANAGEMENT INTERFACE

Nordic ID FR22 includes a web management interface which can be accessed with a web browser. The
web user interface has a responsive design, which makes it fully usable from web browsers in computers,
tablets, and smartphones.

The Nordic ID FR22 web management interface is used for:
e Applications and plugins management.
e System health monitor
e System logs
e Hardware settings
e RFID configuration
e Network configuration
e Firmware update
e Access management
e Application management
e Configure public web user interface (application, admin, web page, display...)

e Factory reset

6.1. LOGIN

Although the Nordic ID FR22 can be connected via USB, the built-in administrator web interface can
only be accessed via network connections, i.e., Ethernet, WLAN or LTE.

Therefore, it is important to make sure that the network interfaces are configured to be used as expected.
By default, all the network interfaces are set to DHCP mode, and the MAC address of each interface is
indicated on the printed product label. This will help to find the Nordic ID FR22 in the DHCP table of the
network router or modem.

NORDIC ID FR22

S/N: N220400072 Made in Finland
LA TR Model: 870-1A
P/N NP‘OOCO‘-VEU

R AR LT TRt

ETH MAC: 00:21:AD:20:00:30

WLAN MAC: 00:21'AD:21:00:30

BT MAC: 00:21:AD:22:00:30

€
Username admin Password NOZ:?ISWAKTR E

Picture 13 Type label on the back side of Nordic ID FR22
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Nordic ID Configurator software of RFID demo software can also discover the Nordic ID devices on the
same network and indicate their IP address.

Once the IP address of the Nordic ID FR22 is known, typing it in the address bar of a web browser will
open the log in screen of the web Ul. Connection can also be established using device’s host name
(depending on the network and used host device).

Note that a security alert will pop up on the browser the first time that you connect to the device, as the
connection is forced to be secure. This alert will disappear as soon as you install a certificate on your
device (see section 6.6).

Nordic ID FR22

Sign in to start your session
[ ]
-
&

Screenshot 5 Web Ul log in form

The default username (“admin”) and password are printed on the product label attached to the back side
of the device. You will find another identical product label inside the box, so that you can keep this
important information visible in case the Nordic ID FR22 is mounted against a surface that may cover the
label.

| Joensuunkatu 7 | FI-24100 Salo |Finland
Office +358 2 727 7700 | Fax + 358 2 727 7720 | info@nordicid.com

23 /40


mailto:info@nordicid.com

2022-04-04

nord i C id Nordic ID FR22 User Guide

Version 1.0

6.2. MAIN MENU

The Nordic ID FR22 web Ul displays a side navigation menu to access all the different available options
to manage the device. The menu pane can also be hidden if wanted.

nordic™id

Version |
FR22-N220400072

@ Dashboard

& System

4 Hardware

&5 Network

C pisplay Average
& RFID

252 Software

#% Remote Tools

Screenshot 6 Side menu in web Ul

There are also four icons always accessible on the top right corner of the screen, to:

Download debug logs
. = 7~
Reboot the device .lf K/ X =
Toggle full screen mode
Logout
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6.3. DASHBOARD

The default landing page is the dashboard, where you can see the system status and health monitor in
real time. Visually, green metrics indicate that the device is behaving as expected. Red metrics would

require immediate action on the physical device, environment, or software applications to solve the
issues.

This page is shown every time you connect to the device web Ul, but you can configure any other page
or application to be shown by default instead of the dashboard, as explained in section 0.

nordicVid | LA
ABr B ERADY
Inf System Inf
FR22-N2.
i 0-fullbuild- i 2204
@ Dashboard OS Version 0.7.0-fullbuild-master Serial N220400072
OS Build 202204010026 Device Name FR22
Recovery Build 202204010026 Hostname FR22-N220400072

Bootloader Version 100 HW Variant 870-1A/1

9

Ram % Storage %

& RFID

Average (PU Loac Resot e Usage
\ =
= e
0.41 3 3
X Remote Tools

1 min 5 min 15 min Cpu %

()

Screenshot 7 Main dashboard in web Ul

6.4. SYSTEM MENU

The system menu has six sections, most of them meant for developers.
e APl docs
o Describes the functions of the system APIs to control the reader.
e Date.
o It shows the current system time and allows adjusting the date and time settings.
o Date and time can be adjusted manually or automatically using NTP servers.

o Time zone must be set manually.

o It shows the logged events and allow to download them for debug purposes.

o Events can be filtered by severity and application/service (started by user, Nordic ID or
system) that created the event.

e  Settings (only for Factory Reset)

o See section 6.4.1.
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e Info.

o Contains more detailed information about the data shown in the dashboard page:
hardware versions, software versions and performance metrics.

o It also shows persistent hardware parameters such as device variant, serial number or
MAC addresses.

e WebUl

o See section 6.4.2.

6.4.1. FACTORY RESET

As the Nordic ID FR22 includes an operative system where you can install applications and plugins,
sometimes you may want to reset the device to the state it was delivered to you to solve unknown issues
after changing certain settings or to start from scratch after having installed several apps, mainly if these
were applications under development.

For this purpose, there is an option to reset the device back to factory defaults under System > Settings.

nordicYid

A Brady Business [ERBRADY

FR22-N220400072 FaCtory RESEt

Reset configuration back to factory defaults

< System

B Api Docs

© Date

=] Log

& Settings

i Info

00 web Ul
4 Hardware

&5 Network

Screenshot 8 Factory reset screen in web Ul
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6.4.2. WEB USER INTERFACE

The web user interface is the tool to get most of the Nordic ID FR22. So, managing how it is accessed is
a key to keep it secure without impacting the user experience.

This page allows to change the password to access the administrator web Ul. The default password is
printed in the product label on the device and on its package, and the administrator username is always
“admin”.

This setting page also allows to set the default landing page (when accessing https://{device_IP}). By
default, the landing page of the web Ul is the dashboard of the administrator interface, but it can be any
installed application, plugin page or a setting page other than the dashboard.

The built-in administrator interface can always be reached at Error! Hyperlink reference not valid., even
after changing the default landing page.

nordicMid

WebUI password

FR22-N220400072

Password
@ Dashboard
& system Verify Password
8 Api Docs
© Date
B tog WebUI settings
o B Default WebUI Built-in Admin Interface v
i Info application
0 Web Ul

& Hardware Note:The built-in admin interface can always be reached at https.//192.168.1.248/admin

a5 Network

Screenshot 9 Web Ul settings screen (1/2)

Note that the administrator web Ul will always prompt for username (“admin”) and password.

If you want to bypass the authentication step when accessing to the landing page, you can select which
applications, plugins or pages will be exposed without authentication.

Be careful when exposing administrator pages without authentication to avoid unwanted changes on your
device!
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& system Expose Web UI/API without authentication
B Api Docs Applications
© Date U app-center U chromium 0 webssh
B Log Plugins
Builtins
& Settings
0 apidoc O beeper O bluetooth
i Info O cert O date-time [ extension
M web ui O gnss O gpio O hdmi
Olog O mdns 0 modem
I Hardware .
O network O nursve O plugin
a5 Network 0 settings O software O sysinfo
3 Display U system O web-api

> RFID
L3

Screenshot 10 Web Ul settings screen (2/2)

6.4.3. WEB BROWSER

It's worth mentioning that one of the applications that can be set as the default landing page is a web
browser. The web browser can display a local web page or any url on the Internet, e.g., a floor map,
statistics and reports, a video, product information, a form, or your own custom web page.

You can also decide whether the user will be able to navigate using the browser interface or whether (in
case of enabling kiosk mode) the selected page is displayed, and all the interaction is made via that page,
without access to the browser interface.

The Chromium web browser can be installed from the Nordic ID App Center (see section 6.9.3) and its
settings page can be found on the Display section.

nordic®id

A Brady Business & BRADY

oo N220400075 Chromium browser settings

Start page localhost

@B Dashboard
Kiosk mode Enabled v

] System
4 Hardware

&5 Network

L Display

& Hdmi

@ Hid

@ Browser

& RFID

Screenshot 11 Chromium browser settings
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6.5. HARDWARE SETTINGS

This section includes all the configuration parameters related to the Nordic ID FR22 device.
e Beeper.

o Internal (and external, if available) beeper can be enabled / disabled.
o It's possible to test the beeper with a certain frequency and duration, and also to test all
frequencies.
e Bluetooth.

o Bluetooth can be enabled/disabled and Bluetooth device name can be set.

o This screen also shows the list of detected Bluetooth devices nearby and allows pairing
with them.

o Supported Bluetooth profiles:
= Classic - SPP and HID
= BLE-HID

When pairing is made with a device that exposes a serial port profile service, the Nordic
ID FR22 will automatically bind the port into /dev/rfcomm*. From there it can be
accessed / used by the third-party applications. The lowest free rfcomm number is taken
and reserved for the paired device (until pairing is removed).

e Extension Port.

o The Nordic ID FR22 has an exclusive Extension Port, that can be enabled to connect
external Nordic ID modules or accessories such as 16 ports multiplexer or a beamforming
antenna.

o This page enables managing the connected accessory: update firmware and check the
module version and status.

o There are 4 GPIOs in the mini-1O port in Nordic ID FR22.

o The mini-lO port can be enabled and disabled, and also each GPIO can be configured as
input or output (with default state high or low)

o If a connected external module has GPIOs, they can also be configured in this screen.
o This screen also shows the current state of each GPIO and allows changing it.

o There are 3 USB ports in the Nordic ID FR22:
= 2 USB-A host ports that can be enabled or disabled.
= 1 USB-C port to connect the Nordic ID FR22 to a host. The available modes are:

e “NUR serial”, to communicate with the device using the Nordic ID NUR
API. Default baud rate 1Mbps

e “Serial console”, to access the console interface for e.g., debug purposes.
Default baud rate 115200bps.

e GNSS (only in LTE variant).

o Here you can configure the GNSS (Global Navigation Satellite System).
o This page also shows information about positioning and visible satellites.
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6.6. NETWORK SETTINGS

The network settings are a very important section of the Nordic ID FR22 setup, as it will connected to a
network most of the times. Even if it will be connected via USB, the network interfaces must be
configured beforehand, as network is the only way to access the administrator web user interface.

There are three network interfaces in the Nordic ID FR22: LAN (Ethernet), WLAN (Wi-Fi) and LTE
(Modem). These can be enabled and disabled in this screen, as well as their network parameters: DHCP
mode, IP address, gateway, and DNS.

nordicid CerT
BRADY ; .
Network Interfaces IP Configuration
Network Interface eth0 v
Interface T Status Connected P
ethd up false Mode DHCP Manual Disabled
modem Down false IP Address
a’a Network
wlan0 Up true 192.168.1.248 Subnet Mask
# Certificates
alm Default Gateway
ostname

Primary DNS server

Secondary DNS server

Screenshot 12 Network settings screen

There is a section to scan for WLAN networks and add the network to be used to the list of saved
networks entering its SSID and password.

To increase the security of the network connection with the Nordic ID FR22 and avoid security warnings,
you can install your own web server certificates in this section.

Nordic ID FR22 X +

C 0 A Notsecure | hips://192.168.1¢

Screenshot 13 Security warning on the web navigation bar

The web server certificates and SSH public keys can also be exported from this screen.

The network settings also allow to change the hostname of the Nordic ID FR22 device, so that it can be
accessed using its hostname instead of its IP address.
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6.7. DISPLAY

The Nordic ID FR22 also includes an HDMI connector with video output to connect a display.

Here you can enable/disable the HDMI port and configure the resolution and rotation (if any) of the
display.

The supported resolutions are 1280x720 and 640x480.

nordic™id

HDMI port settings

FR22-N220400072

Enabled Enabled v
@ Dashboard
& - Show cursor Enabled v
4 Hardware Rotate Off v
& Network Mode 12805720 - Mode change takes
effect after reboot.
= Display
D  suoi

@ Hid

& Browser

& RFID

Software

#$ Remote Tools

Screenshot 14 HDMI port settings

HID devices such as a keyboard, a mouse or the touch function of a touchscreen can be connected to the
Nordic ID FR22 via USB or Bluetooth.

Here you can configure the touch input settings, the keyboard layout and show or hide the cursor.
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6.8. RFID

The RFID section on the web Ul allows to change the connection settings to the internal RFID NUR
module and all the RFID parameters of the reader:

e Q:auto,1,2..15

e Rounds: auto, 1,2.... 10

e Session:0,1,2,3

e Target: A B, dual

e Txlevel: 1dBm / ImW - 30dBm / 1000mW (30 steps of 1dBm)
e RX Sensitivity: nominal, low, high

e RF Profile: nominal, robust, high speed (see section 3)

e  Power saving mode: off, 100ms, 500ms, 1000ms (see section 4)
e Active antennas

e Selected antenna: auto or specific antenna

e RSSI filters: min / max for read / write / inventory

e Timeouts for different commands (read, write, kill, lock)

e Channel hopping event: enabled or disabled

e Report Zero Count Inventory: enabled or disabled

nordicdid

A Brady Business [ BRADY

NUR RFID settings

FR22-N220400072
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& System Rounds auto v
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&8 Network Target . 5
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Tx Level 1585 mW /32 dBr ~
& RFID
&8 Connection RX o Nominal h
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£ Settings
RF Profile Nominal v
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#% Remote Tools Power Off v
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Screenshot 15 RFID settings screen
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6.9. SOFTWARE

The software is as important part of the Nordic ID FR22 as an loT Edge Gateway, not only as an RFID
reader.

In this section you can update the operative system of the device, but also manage applications and
plugins.

6.9.1. PLUGINS

A plugin in Nordic ID FR22 is a service that runs internally on the device to enable certain features.

For example, the RFID functionality is a system plugin (named “nur3”) that is installed by default, and it

cannot be removed. Other available plugins are a media player (API for playing video files) and C# runtime
engine (Mono).

You can manually install other plugins (or other versions of installed plugins) and uninstall the installed
plugins using this interface.

Note that as the RFID module is considered as a plugin, the firmware updates are now plugin updates.

nordic™id

A Brady Business & BRADY

Plugins
FR22-N220400072
@® Dashboard Plugin T Version Status Actions
& System
4 Hardware
a5 Network
CJ pisplay

S
& RFID Install new plugin

888 Software

Plugin file:
B8 System Plugins 9
£ Applications m

X, System Update

o e iy Install state: Idle

2% Remote Tools

Screenshot 16 System plugins screen
6.9.2. APPS

An application in Nordic ID FR22 can be any application that you develop for your customers, or
applications provided by Nordic ID to help during your development and implementation process.

Not all the applications have a user interface. For example, an application can just read the data from

RFID tags, consolidate it, add additional information such as location or timestamp, and send it to a server
in the cloud.
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Other applications do have an interface. For example, the web browser (see section 6.4.2), the SSH
terminal or the remote desktop app (see section 0).

If you want to develop your own embedded app in Nordic ID FR22, you can find the documentation from
https://github.com/NordiclD/fr22_samples .

6.9.3. NORDIC ID APP CENTER

The Nordic ID App Center provides a repository of apps and plugins selected by Nordic ID to help you to
get most of the Nordic ID FR22.

It enables the installation and automatic update of apps and plugins, which is a must have nowadays when
deployments include a high number of devices, and you need to update or roll out your app to all the
devices at once.

With Nordic ID App Center, the administrator has full control of the available repositories and can add
new ones to extend the number of available apps.

Advanced users can also create their own app repository and upload their own apps, to make them
accessible and distribute updates. Also, firmware updates can be included in this repository as plugins, in
case that specific versions (and not always the latest one) are required.

Instructions to create a Nordic ID App Center repository for the Nordic ID FR22 can be found here
https://github.com/NordiclD/fr22_samples

Note that although the Nordic ID App Center includes new versions of installed apps or firmware, these
won't be updated automatically, manual update is always required.

If automatic updates or installations are needed, 3rd party MDM/EMM (Mobile Device Management /
Enterprise Mobility Management) platforms must be used.

(@]
b

C 2

1dle Ko

: N\; = o
nordic®id
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FR22-N220400072
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S,
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SSH terminal

a5 Network |39,0433990_1 v Uninstall » I]G]v‘ Uninstall > ‘10_1v‘ nstall >

3 Display

Mono API 2.0 Mono 4.5

& RFID
828 Software
B8 System Plugins

g8 Applications

&L System Update

& App Center

#% Remote Tools

No description

[6.12.0107 v| Install >

Mono APl 4.6
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612.0107 v|

Install »

Open source .NET framework implementation

[6:12.0.107 v| Install >
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6.12.0.107 v
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Screenshot 17 Nordic ID App Center
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6.9.4. APPS/PLUGINS CREDENTIALS

For applications or plugins that need credentials to work, you can create an application specific password
from the System Plugins or Applications screen.

Go to the application or plugin that needs credentials and click the “New Password” button.

A message will appear indicating the username and the created password (see Screenshot 19).

Status Actions

Screenshot 18 Action buttons for installed apps and plugins

Password changed

Changed password for app-webssh to W9a4hPImCsxcbF

Close

Screenshot 19 Message indicating the username and the new password created for a certain app

The username is the internal app or plugin name (e.g., app-webssh) and the password is generated
randomly (e.g. W9a4hPImCsxbF).
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6.10. REMOTE TOOLS

There are two developer tools available in the Nordic ID App Center to be downloaded on the Nordic ID
FR22 that make debugging and providing remote assistance much easier.

e SSH, that opens a secure terminal connection with the local machine, to access the command
prompt without using an external computer with a telnet software connected to the same
network.

To create a username and password to use the console check the instructions at section 6.9.4.

nordicdid

ABrady Business @BRaDy  Login as: |
FR22-N220400072
@ Dashboard
o System
4 Hardware

&5 Network

|;| Display

& RFID

852 Software
% Remote Tools

€ SSH

Screenshot 20 Terminal console in web Ul

e VNC is aremote desktop application that allows to see the output of the HDMI port. This means
that, if a display is connected to the Nordic ID FR22, you can remotely see exactly what the user
is seeing on the display in real time. There is no need to install 3rd party remote access
applications such as TeamViewer™ or similar.
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7. REGIONAL SETTINGS

Nordic ID UHF RFID readers support operating frequency range between 860 - 960MHz. Some of the
readers cover full operating frequency band and some of them have two sub bands that are

e 868 ETSI lower band (865.6 - 867.6 MHz) and
e 915FCCband (902 - 928 MHz) and ETSI upper band (915 - 921 MHz).

Regional organizations as ETSI and FCC have set rules and requirements for operating frequencies, output
power and other RF parameters for the UHF RFID readers to comply local regional requirements.

Nordic ID has created a set of regional settings in order to fulfil local regulations. Nordic ID is required to
ensure that compliance of Nordic ID products will remain after production. Solution for this is that
products including UHF RFID functionality are set and locked in production based on customer order e.g.
if a product is ordered to Europe, it will be locked to ETSI region. And, if a product is ordered to Australia
region, it is locked to Australia region. When a product is locked to individual region, it will comply local
regulations of the region.

8. COMPLIANCE STATEMENTS

8.1. CE

Hereby, Nordic ID Oyj declares that this device is in compliance with the essential requirements and other
relevant provisions of:

e RED:2014/53/EU
e EMC: 2014/30/EU
e LVD:2014/35/EU
e RoHS:2011/65/EU

8.2. FCC/IC

The Nordic ID FR22 device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause undesired
operation.

WARNING: Changes or modifications not expressively approved by the party responsible for compliance could
void the user’s authority to operate the equipment.

The Nordic ID FR22 device contains licence-exempt transmitter(s)/receiver(s) that comply with
Innovation, Science and Economic Development Canada’s licence-exempt RSS(s). Operation is subject to
the following two conditions:

(1) This device may not cause interference.
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(2) This device must accept any interference, including interference that may cause undesired operation
of the device.

L'émetteur/récepteur exempt de licence contenu dans le resent appareil est conforme aux CNR
d’'Innovation, Sciences et Développement économique Canada applicables aux appareils radio exempts
de licence. L’exploitation est autorisée aux deux conditions suivantes:

1) L’appareil ne doit pas produire de brouillage;

2) L'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible d'en
compromettre le fonctionnement.

8.3. RF EXPOSURE

This equipment complies with EU, FCC and IC’s RF radiation exposure limits set forth for an uncontrolled
environment under the following conditions:

The Nordic ID FR22 device should be installed and operated such that a minimum separation distance of
20mm is maintained between the antenna and user’s/nearby person’s body at all times.

Nordic ID FR22 doit étre installé et utilisé de maniére a ce qu'une distance de séparation minimale de 20
mm soit maintenue a tout moment entre l'antenne et le corps de I'utilisateur / de la personne proche.

8.4. HEAT EXPOSURE

i: Note that after long time in use, the Nordic ID FR22 chassis might be hot.

Please wait for 30 minutes after switching the unit off before handling parts with your hands.

9. SERVICE AND SUPPORT

For technical enquiries regarding Nordic ID devices or software development, please contact our
Technical Support:

E-mail: support@nordicid.com
Telephone: +358 2 727 7790

As a manufacturer, Nordic ID stands responsible for providing repair services for its devices during and
after the warranty period. Together with partners Nordic ID serves customers globally. When your Nordic
ID device needs repair, always use Nordic ID Service or our authorized service partners. We want to make
sure that your Nordic ID product serves you the best possible way, and by using our preferred service
partners the quality of the service is trustworthy and the spare parts are original. This way the existing
product warranty remains, and you receive a 3-month service warranty for the repaired devices.

Nordic ID works together with full support and primary support partners. Full support partners can handle
both warranty and non-warranty repairs on behalf of Nordic ID in their own regions. In addition, Nordic
ID has a network of smaller repair centers, primary support partners, who offer the first line of support
to their customers locally.

For any enquiries about Nordic ID repair service please contact:

E-mail: service@nordicid.com
Telephone: +358 2 727 7791
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10. WARRANTY

Nordic ID warrants that the Products are at the time of delivery free from defects in materials and
workmanship, provided the Products remain unmodified and are operated under normal and proper
conditions. Warranty period is the longer of twenty-four (24) months from the date of delivery in case
the Customer is end-customer or twenty-seven (27) months from the date of manufacture in case the
Customer is reseller. Spare parts are warranted against defects in workmanship and materials for a period
of ninety (90) days from the date of delivery to Customer.

For more detailed information about the warranty can be found from Nordic ID Sales Terms.

11. RELATED DOCUMENTS AND CONTENT

Documents mentioned below can be found from Nordic ID Support pages (link):
e Nordic ID FR22 Datasheet

e Nordic ID Safety and Regulations card
e Nordic ID GitHub account for developers (https://github.com/NordiclD)

12. ABOUT NORDICID

Nordic ID is at the center of today’s real-time item tracking and reliable RFID technology. We help
organizations fight the damaging effects of item loss, facilitate streamlined business procedures, and stay
ahead of the competition.

We are ready to help you take advantage of our wide range of products and services designed to fit your
needs. Contact us now, and we will help you to tackle your challenges and get your business to the next
level.

Nordic ID Group

Salo loT Center
Joensuunkatu 7
FI-24100 Salo
FINLAND

tel. +358 2727 7700
fax +358 2 727 7720

www: www.nordicid.com
E-mail: info@nordicid.com

RAIN

RFID

| Joensuunkatu 7 | FI-24100 Salo |Finland
Office +358 2 727 7700 | Fax + 358 2 727 7720 | info@nordicid.com

39 /40


mailto:info@nordicid.com
https://www.nordicid.com/wp-content/uploads/Nordic-ID-Sales-Terms-and-Conditions.pdf
https://www.nordicid.com/support/devices-downloads/nordic-id-fr22/
https://github.com/NordicID
http://www.nordicid.com/
mailto:info@nordicid.com

nordic'id

13. VERSION HISTORY
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Version Date Modifications
0.1 21.06.2021 The first draft
0.2 20.08.2021 Updated pictures and list of accessories
0.3 05.01.2022 New SMA-RP cables, added pictures of accessories, kits and
compliance statements
0.4 18.03.2022 Web user interface explained, updated LED behaviour, reset
button and added mounting template
1.0 01.04.2022 Updated screenshots, added GNSS in web UL.
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